sities had content identified from the start. UCSB ingested the geospatial content from the California Spatial Information Library (CASIL), which included scanned topographic maps, LANDSAT imagery of the state of California, thematic data layers including transportation, boundaries, elevation, farming, and structures. Stanford accessioned the David Rumsey Collection of 18th and 19th century scanned historical maps and the output (maps and field notebooks) of the Stanford Geological Survey. The collections continue to grow rapidly with UCSB acquiring the Citipix aerial imagery collection of 65 metropolitan areas across the United States with over half a million images. Stanford has collected high resolution imagery of the San Francisco Bay Area, elevation data, data layers from the National Atlas, coastline data, and scanned aeronautical charts.
One of the current challenges we at Stanford are addressing is setting up a structured workflow for the data life cycle. For example, we acquired imagery and elevation data from the United States Geological Survey's EROS Data Center. It was delivered on a hard drive. The data then had to be reliably duplicated on another storage medium in case the hard drive failed. Metadata was not included and so had to be pulled from the USGS National Map Seamless Server. Now that the metadata and the content are in place, decisions have to be made about how the content will be stored in the archive -as a whole collection or in its individual parts. The data and imagery then must also be brought into the library workflow for patron use with cataloging, display options, and the ability to download the files of interest. There are many pieces to the puzzle with potential failure points in numerous spots along the way; our approach is piecemeal and not yet fully formed. The goal, by the end of the agreement with the Library of Congress (August 2009), is to have a comprehensive workflow for our digital acquisitions that is as seamless as the process for our paper-based materials.
Finally, a format registry is being created as a joint effort by both universities to maintain technical information about the formats being archived. The registry will house specifications, standards, white papers, and ancillary information about the formats in order to increase the likelihood that they will be understood and usable in the future. It has been a complicated process to decide exactly what should be kept, where it should be housed, and when to say enough is enough in terms of the amount of information collected. We have been watching the developments of similar projects at Harvard's Global Digital Format Registry 2 and the United Kingdom National Archives' PRONOM 3 projects as we would eventually like to pool our registry information.
Conclusion
The work on the NGDA project has been challenging, interesting, and critical to the success of the geospatial collections at both schools. While it is easy to grab digital content and bring it in house, it is entirely a different matter to make sure that access is provided now and into the future as securely as any book we pull off our shelves. It is our hope that the work we have done to address and resolve some of the issues inherent in geospatial data collection will be of use to others in the field. At our Website, www.ngda.org, we have posted the collection development policies, contracts, the NGDA interface to view a sample of the collections, articles and publications, tools, and technical architecture specifications. Given the fundamental shift from tangible to virtual materials, archivists have to reconsider all aspects of curating a collection, from selection, through acquisition and processing, to storage and long-term preservation, and use. Currently, no single approach has yet to be widely adopted, so there are no wellestablished best practices. A number of organizations are building systems, and the different projects are learning from each other.
The Persistent Digital Archives and Library System (PeDALS) project 1 is a research project that seeks to articulate a curatorial rationale that describes an automated workflow for processing collections of digital archives and publications. The project seeks to learn lessons about how the nature of curation changes in the digital era. The project is led by the Arizona State Library, Archives and Public Records, with partner state libraries and archives from Florida, South Carolina, New York, and Wisconsin. The project is funded by a grant from the Library of Congress, National Digital Information and Infrastructure Preservation Program (NDIIPP).
This article describes some of the archival requirements for storage in a digital archives system and how LOCKSS (for Lots of Copies Keep Stuff Safe) meets those needs.
Controlled Access
When starting an archives, possibly the most crucial first step is to identify a secure place to store the records. The archives must be able to control use of the materials so that these valuable materials do not disappear through malice or neglect. The storage space does not have to be ideal. For paper records, 2 it could be a closet, a file cabinet, or small storge container that can be locked to control access. Because paper records are reasonably stable, securing paper records buys significant time. A controlled environment, advanced security, and acid neutral containers can come later. Even unstable paper records can be used for many years if those records are kept in an ordinary office environment and much longer if kept in a carefully controlled environment. Unfortunately, digital records are not nearly as stable as paper records. The problems of digital preservation are generally well known. The signal on the media is much more fugitive than ink on paper. The life of software and hardware used to render the records is measured in years, not decades. Because of the fragile nature of digital media, archivists do not have time to find new ways to store, preserve, and access electronic records. While secure storage is still a critical first step, preservation must be addressed very quickly.
Longevity
One distinguishing characteristic of archival records is their "ongoing usefulness."
3 As a result, archival records are often described as being permanently valuable. Professional archivists often prefer the phrases "enduring value" or "continuing value," but -to use the vernacular -archives are repositories for records that must be kept for a very long time.
In the recent past, IT has appropriated the term "archives" for electronic data that are seldom used, but must be kept for a period of time before being discarded. 
Fixity and Integrity
Another characteristic of archival records is the unchanging nature of the information they contain. The records serve as a reliable voice from the past, and that reliability is based on the stability of their form and content. Records may suffer some degradation over time without seriously affecting their reliability as evidence of the past. Paper may yellow and inks may fade, but the record remains readable.
Demonstrating the integrity of electronic records is more challenging. Current methods use a hash value that can detect a change to an individual bit. Unfortunately, those tests cannot indicate whether the change has a significant impact on the content. A single flipped bit might look like a typo or speck in an image. But if information is encoded as a binary zero (no) or one (yes), a flipped bit could completely reverse meaning.
Archivists must find systems that can spot changes resulting from degradation and correct those errors. Current practice keeps two copies of every file. The system constantly checks for degradation, and replaces a corrupted version with the second -presumably -correct copy.
Preservation of Unique Records
Archival records are also distinguished by the fact that they are typically unique. Loss of a single publication distributed in even a modest run is mitigated by the availability of other copies. If a copy is destroyed in a disaster at one repository, other copies are likely available at other repositories.
Because records have no redundant copy, archivists take exceptional care to protect their holdings. A second copy of records kept as a check against loss of integrity can be stored offsite, eliminating the risk of losing unique copies. The ease of duplicating digital records and transferring them for offsite storage is one of the greatest benefits of digital records over paper records.
Authenticity
Another important characteristic of archives is the need to ensure the authenticity of the records. The archives must be able to demonstrate that the records are what they purport to be, that they are genuine and not fakes or forgeries. As records are often used in litigation, archivists must be able to demonstrate that the records meet the requirements of authenticity outlined in a court's rules of evidence.
4 When used for historical research, the authenticity of the records serves as a foundation for understanding the past and is essential for factual scholarship.
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Cost
Even in the best of times, archives seldom have adequate resources. Like libraries, archives are now being asked to do double duty, working parallel in tangible and digital universes, and often with little or no additional funds. Unfortunately, investments in information technology can be very expensive. Some commercial systems designed to meet archival requirements may be prohibitively expensive for even medium and large sized archives.
Why LOCKSS?
Archivists and IT professionals must work together to find solutions that can keep archival records accessible for a very long time. They must ensure that the records' integrity is preserved, that the records are protected against disaster, and that their authenticity can be demonstrated. All this must be done within a limited budget. Unfortunately, because digital preservation is so new, there are no time-tested best practices.
The Arizona State Library, Archives and Public Records is the official archives for the State of Arizona and also serves as the custodian for local governments' archives. The agency also serves as the official depository of state agency publications. The agency has not yet allowed archival records to be deposited in digital format, but it is under increasing pressure to do so. The agency has effectively been forced to accept digital publications, as many of those documents are never printed. Arizona needed a solution.
Over the past several years, staff has taken the first step of creating secure storage for digital records and publications. However, that system failed to address all the archival requirements for a robust digital repository described here. Commercial vendors often failed to understand the particular needs of the system, especially the need to build a system that could support permanent retention. Vendor systems required both a large up-front investment plus significant ongoing costs in personnel for support.
While LOCKSS was originally conceived as a system for serial publications, a certain parallelism suggested that the technology might be adapted to archives. Where serials have a publisher, possibly with many titles, and many issues within a title, archival records have a provenance, possibly with many series, and many records within those series. On further investigation, LOCKSS clearly addressed the LOCKSS supports automated integrity checking and error correction. The technology required no adaptation to meet an archival repository's need for fixity and integrity. LOCKSS was built to support a distributed preservation network by keeping copies in multiple locations. Again, the technology did not need any modification to meet a critical preservation requirement. In fact, LOCKSS is outstanding as a preservation system; some commercial systems that keep multiple copies do not offer distributed storage, but keep both copies in a single system. Finally, LOCKSS uses a sophisticated polling technique among multiple copies to protect the records from a malicious attempt to replace authentic records with forgeries; this methodology makes it particularly easy to demonstrate the authenticity of the records. Finally, LOCKSS is significantly less expensive than any other commercial solution.
Some Concerns
Agency staff had a number of concerns about LOCKSS while developing the PeD-ALS architecture. They had lengthy discussions with LOCKSS staff about these potential problems. Agency staff also consulted with the MetaArchive Cooperative, 6 which had already implemented a distributed preservation network for special collections materials using LOCKSS. Through these conversations, agency staff determined that their concerns could be readily addressed.
First, archival collections contain many records, which raised the issue of the capacity of LOCKSS as a storage system. LOCKSS is built on top of UNIX, which can easily accommodate terabytes of digital data. However, the UNIX file system has practical limits on the number of files it can address. Given that many archival records are rather small in size, staff was concerned that the repository would reach the file limit long before it would reach storage capacity. The solution was to store collections of records in "super packages." For example, all records in an acquisition would be encapsulated within a single file.
Staff is still concerned about the maximum capacity of a LOCKSS system. The time necessary to perform integrity checks on all the files in the system places a practical limit on the size of a LOCKSS system. At the moment, LOCKSS staff believes maximum capacity to be approximately ten terabytes, assuming relatively low-cost servers. Arizona State Library and Archives is investigating the use of more powerful servers to address that issue. Regardless, the cost of a LOCKSS system is low enough that it will be possible to implement additional LOCKSS systems.
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Second, because PeDALS will contain records that must be kept confidential by law, the system must be a private network. This requires the system to have multiple LOCKSS servers, each with a complete set of records. This differs from the use of LOCKSS to store serials, where many different libraries would capture the same serial. Some serials may be captured by dozens of libraries and no library need to create redundant copies. A PeDALS system will include seven LOCKSS servers distributed across at least three states.
Finally, agency staff was concerned about risks associated with the use of open source software. Where commercial software has a vendor backing the product that can provide product support, open source software typically relies on volunteers. At first glance, open source may appear to be an unreasonable risk for an archival repository. However, some commercial software has been abandoned, and Linux has a large and committed development community. Agency staff believes that the level of risk associated with using LOCKSS to be acceptable. Although LOCKSS does not have the backing of a commercial enterprise or a large open source community, it does have a significant number of organizations willing to support the technology's ongoing support and development.
All told, staff felt that the costs and benefits of LOCKSS far outweighed these risks. Since then, staff has considered a more limited use of LOCKSS for robust, near line storage for digitized images. In this context, many archival requirements are largely moot because the original paper record is preserved. However, LOCKSS offers a robust mechanism to store the digitized image and ensure that the work of digitizing the images is not lost due to failing media or single copies.
